@ HEALTHIER, LONGER,
BETTER LIVES

Guard Your Privacy,
Protect Your Identity

STAY SAFE ON SOCIAL MEDIA

Social media connects us but also exposes us to risks like
identity theft. Cybercriminals use fake profiles to steal
personal information for financial gain and fraud. Learn how
to protect your identity and use social media safely below.

PROTECT YOURSELF WITH
THESE SIMPLE STEPS:
f ) LIMIT PERSONAL BE CAUTIOUS WITH
SHARING . FRIEND REQUESTS
Z Avoid posting sensitive "' Verify the identity of new
information online e.g., - contacts before accepting
v~ birthdays, addresses, etc. requests on social media.
USE STRONG & UNIQUE ENABLE TWO-FACTOR
PASSWORDS r\ AUTHENTICATION (2FA)
Use complex passwords and V Enable 2FA to reduce the risk
avoid using the same of unauthorised access to your
password across platforms. personal data.
BEWARE OF STAY UPDATED
PHISHING SCAMS REGULARLY
\ Be cautious of unexpected Update your social media
messages, links, or requests apps and device software
for personal information. regularly to protect yourself

Always verify the sender against vulnerabilities that
before clicking anything. could be exploited by hackers.

If you require additional information, please contact sg.is@aia.com

Your one stop app and portal for all your financial, health and wellness needs

Enjoy greater convenience GET IT ON # Download on the
with AlA+ today! ® Google Play @& Appstore

AIA is committed to protecting our customers from potential scams and
addressing concerns over security issues when you conduct digital transactions
with us. If you suspect any fraudulent transaction or unauthorised access to your
account, please contact us at 1800 248 8000 or +65 6248 8000 (from overseas),
Mondays to Fridays between 8:45am and 5:30pm.



https://play.google.com/store/apps/details?id=com.aia.sg.mypage.oneapp.wrapper.myaiasg&hl=en_SG
https://apps.apple.com/sg/app/my-aia-sg/id1394337344
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AlA Personal Data Policy



https://www.aia.com.sg/en/index/aia-personal-data-policy-singapore

